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Executive summary: cybersecurity in Catalonia (I)

Cybersecurity is the set of physical, logical and governance measures that protect data properties and information systems.
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America boasts a
prominent lead in the
cybersecurity market,
while Europe and Asia
stand in second and third
position, respectively.

D D)

Financial services, the
public administration
and health are the
sectors with the highest
demand for cybersecurity
services.

g Impact of quantum
technologies

¢

Main opportunities in cybersecurity:

» Quantum security cryptography
» Ultra-secure communication

D Improved threat detection

Over the last five years,
cybersecurity-related FDI has
accumulated investment
totaling €41 B, while
cybersecurity startups have
completed venture capital
rounds worth $11 B.



Executive summary: cybersecurity in Catalonia (1)

)

557 companies in the
cybersecurity ecosystem

A 7.9% annual increase and one of 58.2% since

2018.

A €1.473 B (+18.4%) turnover and 10,672 jobs

(+12.8%).

82.6% are SMEs and 10.6% are startups.

By segments, we should highlight the companies

that protect (90.3%) and identify (62.5%).

/ 238 companies (42.7%) also develo
solutions with Al

27 companies (4.8%) also develop
solutions with quantum

N
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Catalonia, an attractive region
for cybersecurity

:’Sﬂ
FDI projects in cybersecurity in Catalonia
have doubled over the last five years,
while investment has multiplied by 9.

36% of the 160 technological hubs of
international companies  based in
Catalonia focus on cybersecurity.

Catalonia is the 5th-ranked European
region in terms of funding by Horizon
Europe (2022-2024), with 15 projects and
€11.3 M.

14 undergraduate, master’s and postgraduate
degrees in cybersecurity and 62 vocational
training courses in cybersecurity.

Cybersecurity talent

The talent gap is widening by an annual 12.8%
and it currently stands at 13,500 people.

4 I Digital Innevation Hub:
¥ de Catalunya
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Initiatives to promote
cybersecurity in Catalonia

AGENCIA DE CENTRE DE COMPETENCIES
CIBERSEGURETAT | D’INNOVACIO
DE CATALUNYA EN CIBERSEGURETAT

cYBER[jiif]cAr

DE CATALUNYA

BARCELONA
CYBERSECURITY
CONGRESS

®

DIH/.CAT 2

PyDCA - ASCIC AT/

Initiatives
guantum - cybersecurity

QSunset

6GQuiCryptoLab

Qspace

Quantum cryptography roadmap
Qollserola

Node Barcelona - Q-Network



Cybersecurity in Catalonia

1. Definition of cybersecu

and Its importance for ind

A1 Generalitat
W% de Catalunya



Definition of cybersecurity

Cybersecurity is the set of physical, logical and governance
measures that protect data properties and information systems.

The properties of the data and information systems include:

& Confidentiality: This guarantees that only authorized
persons can access the data.

@ Integrity: This guarantees that they will not undergo any
alteration or voluntary or accidental destruction.

on  Availability: This guarantees full functioning when the
data and system are requested.

ﬂ Authenticity: This guarantees that an entity is what it
Q claims to be or confirms the source the data come from.

Traceability: This guarantees the possibility of knowing
the source, use, route and location.
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Cybersecurity consists of comprehensive and holistic threat
management, ranging from identification and protective
measures to the detection of cyberattacks, responses to
cyberincidents and recovery.

(@} Identify
Protect
Implementation of measures to prevent

To recognize and authenticate users and devices
attempting to access the systems or data.
and mitigate cyberthreats and attacks.
5 Detect
Early identification of malicious or anomalous

activities within a system or network.

Respond
Rapid and effective action against cyberthreats
or incidents, including damage containment
and mitigation.

Recover
Restoration of systems, data and services affected
by a cyberincident, and application of measures to

prevent similar incidents in the future.

Act on:

= SN

People Processes Technologies



Magnitude of cybercrimes °

In global terms, by 2024 it is estimated that the
economic cost of cybercrime activity has stood at
around 9.5 trillion euros.

In 2024, ransomware attacks have increased by a
global 11% with respect to the previous year.

News stories about impersonation fraud have increased
by 50% in 2024 compared to the previous year.

91% of ransomware attacks in 2024 have included data
leaks, an increase from 75% in 2023 and 60% in 2022.

Cybercriminals have stolen more than €2 B in
cryptocurrencies in 2024, an increase of 10% with respect
to the previous year.

In Spain, cybersecurity incidents have risen by 15% in
2024 compared to the previous year.

- Sources: Cybersecurity Agency of Catalonia, INCIBE, RansomDB, Blackfog
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Importance of cybersecurity for industry
A cyberattack can significantly affect the company’s

image, trust and reputation among both customers and

Cyberattacks are affecting more and more
areas, from governments and infrastructures to i
financial services, smart cities, production \)9\‘\1 Investors.
processes and health systems. Cybersecurity is \(\6 & /
essential to protect them. @fo' Q’b ”’e
o & 53
LN
¢)
(@) ] The implementation of good cybersecurity measures
An increasingly connected environment m'% . _S to prevent vulnerabilities can lead to cost savings,
makes it possible to generate new % % g’ '5 thanks to the reduction in hours taken up by system
companies that develop technologies for 3 C €] § shutdowns and restarts, device repair, data leaks that
'-?p 9@" g can expose private or sensitive information, data
¢ rescue payments and legal repercussions.

certain types of attacks and new business

models based on the vulnerability studies.

New opportunities for startups, business
transformation and job creation.

v

Cybersecurity is essential for the full development and hybridization of

other innovative technologies, such as artificial intelligence, the Internet of
Things and digital twins. Without cybersecurity there is no Industry 4.0,
Source: the authors

advanced mobility or digital health.
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Cybersecurity in Catalonia

2. Main global magnitudes
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The world cybersecurity market B

The global turnover in cybersecurity will grow at an annual rate of 8% during the next five years and reach $272 B.

Global cybersecurity turnover Key factors driving the growth of the cybersecurity market
(2024-2029, millions of dollars) *
300.000 C > —&) Rapid adoption of = General increase in
M+80/ annuall o
° Y —=J new technologies 2 the number of
250.000 ‘ cyberattacks

N

conflicts
2024 2025 2026 2027 2028 2029 professionals

200.000
150.000
100.000 Main challenges facing the cybersecurity market
50.000
A Shortage of -4\ Impact of geopolitical
0 238 cybersecurity
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Global cybersecurity market, by countries

The United States accounts for almost
half of the global cybersecurity market

NeD e
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China is the second-ranked country by
turnover and, together with India, the one
that will grow the most in the coming years

12

Five European countries are listed in the
top 15: the United Kingdom, Germany,
France, Spain and Italy
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Countries Turnover % annual
($M, 2024) growth 24-29
United States 81,370 7.4%
China 14,750 10.8%
UK 10,990 8.9%
Japan 9,374 7.2%
Germany 7,543 6.9%
France 5,785 6.6%
Australia 4,043 7.4%
Canada 3,834 8.2%
Russia 3,551 5.3%
South Korea 3,397 7.8%
Spain 3,075 6.7%
Mexico 3,018 7.5%
Brazil 2,955 8.6%
India 2,866 13.0%
Italy 2,846 6.1%

Source: Statista



Sectors that require the most cybersecurity services

Financial services, the public administration and health are the sectors
with the highest demand for cybersecurity services.

Cybersecurity market share, by demand sectors (%, 2023)

Others 5,5%

Energy 7,9%

Financial

Trade 8,2% services 32,6%

ICT 9,8%

Health 11,9%'
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Public
Administration
24,1%
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Leading cybersecurity companies

% United States
@ = = Qi © =
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Source: the authors, based on eSecurity Planet, fDi Markets, Indexsy, Software Testing Help and Statista
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Cybersecurity in Catalonia

3. Prospective application

by demand sector
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Demand sectors (I) 16

European Directive NIS 2 determines 11 highly critical core sectors and 7 additional important sectors that will constitute new
demand sectors for cybersecurity products and services. By 17 April 2025, the member States must have drawn up a list of the impacted
entities and they must review it at least every two years.
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11 highly critical core sectors, according to European Directive NIS 2

Entities dedicated to the production and transmission of )
- . . Companies that collect, remove or treat urban
Ener electricity, heating and cooling _ operators, —and wastewater household wastewater or industrial
gy stakeholders in the extraction and distribution of oil, gas ' . . .
and hydrogen 8 Wastewater wastewater, excluding companies whose collection,
' PRI disposal or treatment of wastewater is a non-essential
part of their general activity.
g Authorities, operators and infrastructure managers linked
— Transport to air, rail, maritime and road transport.
Internet exchange point providers/DNS service providers
(excluding root domain name server operators)/TLD name
[l ) - oocC Digital registries/Cloud computing service providers/Data center
Bankmg Credit institutions. ooc . service providers/ Providers of content distribution
— ooc infrastructure networks/Trusted service providers/Providers of publicly
available electronic communications networks and
. . services.
~ Financial market Operators of business and exchange points and central
g infrastructures counterparties (CCPs). _
| ¢ ) ICT service Managed service providers (MSP) and managed security
Health service providers, EU reference laboratories, -~ management (B2B) service providers (MSSP).

entities that carry out research and development activities
ﬂ . Health fohrarrpneaci'gmiaclarr()ductzauecqgt'es t;?(; manur:i?ﬁ;;ﬁﬁi; H » Public Public administration entities of central governments and

b . proct P : H H Administration at a regional level.

preparations, and entities that manufacture medical dee

devices considered critical during a public health

emergency. Operators of terrestrial infrastructures, properties

managed and operated by Member States or by private

) o ) () Space parties, which support the provision of space-based

@ Drinking water Suppliers and distributors of water intended for human ‘: i services (excluding providers of public electronic
consumption. communications networks).

N Generalitat
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Demand sectors (Il)

SMEs are becoming active consumers of cybersecurity to address
the emerging cyberthreats.

In 2024, 74% of ransomware attacks have targeted
companies with 1,000 or fewer employees. This
constitutes an increase of 7 percentage points with
respect to 2023.

Phishing as an entry vector is used in 45% of attacks
aimed at SMEs.

20% of all companies cannot recover data after a
cyberattack.

Losses from cyberattacks amount to an average of
€50,000 for smaller companies.

During the period from 1 January to 30 April 2024, a total
of 2,402 cases of malware and unwanted software hidden
in software products for SMEs were detected, 8% more
than in 2023.

\ Generalitat

Ul de Catalunya

What are the first steps to be followed?

Request the Digital Kit: This is a program designed for
SMEs and freelancers to accompany organizations in their
digital transformation process that includes various digital
solutions, such as secure communications and
cybersecurity.

Secure access: Define a policy with complex passwords,
implement 2FA and define the identity management for the
organization.

Good digital practices in the digital environment: Raise
awareness and train employees with regard to the need to
follow advice and preventive measures, following the ten
tips for good digital practices in the work environment
defined by the Cybersecurity Agency of Catalonia.

Use of a VPN: Create a virtual private network to allow the
user to connect securely to the internal network and the
Internet.

Corporate digital responsibility: Maintain a sustainable
digital environment to uphold a strategy which is beneficial
for the environment, cybersecurity and the company’s
reputation.

Sources: Coveware, Hodeitek, Hiscox, Futurum, Securelist



Convergence of technologies with cybersecurity

Cybersecurity is evolving as it faces new threats, and it is doing so by hybridizing with complementary technologies.
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Qengratlve slliigrl Hybrid environments
intelligence

Zero day detection and Observability

protection with Al ]

loT with Al Biometric technology
Post-quantum encryption 6G connectivity éﬁi\
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Cybersecurity in Catalonia

4. Trends In cybersecurity

and their impact on the SL
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Main trends in cybersecurity in 2024

Deepfakes threaten the integrity and stability of electoral
processes. The union between impersonating celebrities through
deepfakes and their ease of distribution on social media has become a
real threat to democracy.

Rise in the use of biometric data: greater security or a concern?
The use of biometric data can reinforce security through the
surveillance of people, but it raises concerns about privacy and the
risks of digital impersonation.

The rise in the value of cryptocurrencies attracts cybercriminal
activity. The increase in the value of cryptocurrencies has triggered
cyberattacks to steal cryptoassets, making it essential to reinforce the
security of users and platforms.

Cyberattacks in the financial sector, on the rise. The financial
sector brings together valuable assets, in such a way that it attracts
cyberattacks aimed at banking institutions, involving sophisticated
attacks, and users, through advanced banking Trojans.

Ransomware as a service (RaaS): resistance to payments and
tensions among cybercriminals. Resistance to ransomware
payments is causing tensions in the RaaS model, driving the number of
attacks and the migration of cybercriminals towards other groups.

Cyberattacks on supply chains cause massive data leaks on a
global scale. 165 companies affected by the historic data leak at
Snowflake, caused by the use of stolen credentials and the absence of
two-factor authentication (2FA).

A1 Generalitat
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Increase in targeted fraud fueled by massive data leaks. Fraud
intensifies during the holiday period through scams that offer
attractive but false offers for tickets to events and summer
accommodation.

Alliances between cybercriminal groups intensify cyberattacks
with direct effects on Catalonia. Alliances between cybercriminal
groups such as the Holy League have intensified DDoS attacks on
European countries and NATO allies.

Intensification of cyberwarfare in the conflict in the Middle East.
Traditional cyberattacks (DDoS, wipers and disinformation) have
given way to destructive attacks with an impact on the physical world,
such as the explosion of pagers targeting Hezbollah.

Cybercriminals target mobile devices for their scams.
Cyberfraud uses mobile phones as its main entry vector, combining
attacks via email, SMS, social media and voice calls to deceive its
victims.

Data theft remains a headache in the healthcare sector. The
theft of personal and medical data from the healthcare sector, often
through ransomware attacks, involves extortion with the threat of
publishing them and leaking sensitive data.

2024, arecord year for ransomware. 2024 has set a record for the
number of ransomware incidents, with attacks focused on critical
sectors, demonstrating that cybercriminals are capable of
industrializing them.

Source: Cybersecurity Agency of Catalonia



Data leaks

Main cybersecurity trends in 2024: data leaks lead to a rise in cyberfraud, which becomes more

sophisticated

Personal data leaks are fueling the black market and allowing

cybercriminals to craft sophisticated, targeted and credible

cyberscams.

Evolution of the number of news stories about data leaks and

cyberfraud through impersonation (2019-2024)

1.000
900
800
700
600
500
400
300
200
100

2019-1T
2019-2T
2019-3T
2019-4T
2020-1T
2020-2T
2020-3T
2020-4T
2021-1T
2021-2T
2021-3T
2021-4T
2022-1T
2022-2T
2022-3T
2022-4T
2023-1T
2023-2T
2023-3T
2023-4T
2024-1T
2024-2T
2024-3T
2024-4T

Impersonation m Data leaks

There exists a correlation between the number of news stories

about data leaks and the number of impersonations. Thus, after a

peak in data leaks, there is an increase in impersonation fraud.
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In 2024 there has been an increase in the number of data
leaks providing attackers with access to large amounts of
sensitive information, including personal, financial, and
business data.

The compromised data are sold on the dark web and allow
fraud mechanisms through different media (multi-channel
scams) or by combining the physical and digital worlds
(hybrid scams) to make them more credible.

The compromised data are used to send phishing,
smishing and vishing attacks with the aim of obtaining
credentials. These credentials are used to log into personal
accounts to perform impersonations and steal valuable
assets.

Cybercriminals use generative artificial intelligence to
massively produce messages with well-written texts, in any
language and suited to each potential victim to increase the
likelihood of success.

Source: Cybersecurity Agency of Catalonia



Main cybersecurity trends in 2024 more ransomware incidents, more cybercriminal groups and more 22
data theft

The percentage of ransomware victims that make

The fall in the number of ransomware victims that make payments is falling and, in response, cybercriminals are
payments has encouraged cybercriminal groups to increase increasing their activity to preserve their income.

their attacks and extort their victims with stolen data.

The fall in the percentage of payments has created internal
tensions among the criminal groups, leading to the creation
of new ones. This year, up to 48 new ransomware groups

2.000 ~ have been counted, more than in any other year.
1.800 -~
1.600 -
1.400 -~
1.200 A
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400 A
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Evolution of the number of ransomware incidents (2022-2024)

The ransomware groups have also increased their profits
stemming from data theft. Currently, the ransomware
players not only encrypt data, they also steal them and then
seek to profit from them through extortion and selling them
on the dark web.

Ransomware incidents

Ransomware attacks are becoming massive and affecting
all kinds of organizations, even SMEs. These companies
often have fewer resources to invest in cybersecurity,
making them more vulnerable targets.
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2024-17 [N
27 [
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During 2024, 11% more ransomware incidents than in 2023 have

been detected, with 133% more than in 2022.
Sources: Cybersecurity Agency of Catalonia, RansomDB
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Main cybersecurity trends in 2024 rising geopolitical tensions drive DDoS attacks against Europe

Geopolitical cyberattacks have evolved from espionage to
destructive actions and disinformation, affecting not only
countries in conflict, but also those that adopt ideologically
aligned positions.

Distribution of DD0oS attacks by regions (2024)
Africa 0,2%

Latin America
Asia 6,9% 2,1%

Middle East
11,3%

Europe 44,5%

Oceania 14,2%

North America
20,8%

In 2024, Europe is the region that has been most affected by DDoS
attacks, above North America, the one most affected until now.
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Geopolitically motivated attacks are being used by groups
and nations to destabilize adversaries, in order to
demonstrate their power through propaganda or access
confidential and personal information.

DDoS attacks have predominated in 2024: different
organized cybercriminal groups with an ideology opposed
to NATO have created an alliance (DDoSia Project) to
attack the availability of websites in different countries to
generate propaganda.

Within the context of geopolitical conflicts, the cyberattacks
target both countries in conflict and those that are not
directly involved but have adopted a public stance.
Cyberwars have no borders.

In the geopolitical sphere, destructive cyberattacks with an
impact on the physical world and people’s lives have risen
in number. One example of the above is the detonation of
electronic devices in the Middle East and the hundreds of
victims.

Source: Cybersecurity Agency of Catalonia



Relevant events in 2024

24

INTERNATIONAL
McAfee presents an Al shield to combat audio deepfakes
Al

Scammers use a deepfake to steal 25 million dollars
Fraud

An unprecedented cyberattack on 800 French ministry websites
DDoS

AT&T confirms a data leak involving 73 million customers
Data leak

The University of Siena, a victim of ransomware
Ransomware

A cyberattack on Snowflake causes a historic data leak
Data leak

A ransomware cyberattack paralyzes 40 museums during the Olympic Games
Ransomware

The FBI dismantles a Russian bot farm that spreads disinformation on a global scale
Police actions

A ransomware attack forces the temporary closure of a school in the United Kingdom
Ransomware

The developer of Pokémon, the victim of a cyberattack that leaks more than 1TB of data
Data leak

Memorial Hospital and Manor, the victim of a ransomware attack
Ransomware

New tactics for deploying ransomware attacks
Ransomware
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Veolia, the owner of Aiglies de Barcelona, is the victim of a ransomware attack
Ransomware

Iris scanning in exchange for cryptocurrencies at Catalan shopping centers
Privacy

Alert regarding a fraudulent SMS campaign by the Tax Agency to return money
Fraud

A cyberattack compromises the personal data of Catalan families and schools
Data leak

Dismantling of a cybercriminal network on the Costa Dorada
Police actions

The Republican Left party, a target for cyberattackers
Data leak

Groups affiliated to the DDoSia project attack the websites of Catalan institutions
DDoS

The Catalan healthcare service, paralyzed by the CrowdStrike incident
Availability

The Waste Agency of Catalonia suffers a cyberattack
Ransomware

An impersonation scam costs the victim a total of €23,000
Fraud

Investigation into data theft in the La Meva Salut application
Credential theft

A criminal organization that impersonated banks is dismantled in Osona

Police actions Source: various sources



Cyberattack figures with an impact on Catalonia in 2024

4%

3%

35%

60%

Cyberincidents are on the rise in Catalonia

The number of reported cybersecurity incidents
in Catalonia has increased by 4% compared to
the previous year.

Less ransomware in the public sector

According to the APDCAT, the register of
ransomware attack notifications has recorded a fall
from 19% last year to 3% in the current one.

Citizens’ awareness of their rights

This year the APDCAT has received 35% more
reports and claims regarding breaches of the data
protection regulation.

Most data leaks are due to human error

According to the APDCAT, 60% of data leaks at
Catalan public institutions have been caused by
human error.

1st

95%

67%

24%
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Catalonia, the leader in reports of cyberscams

Catalonia was the autonomous community with
the most reports of computer scams, with a total of
71,772.

Prevalence of computer scams

The computer scams reported in Catalonia
account for 95% of all recorded cybercrime.

Fraudulent bank charges are the most
common cyberscams

News stories concerning financial fraud affecting
citizens have risen by 55% compared to the
previous year.

Infected IPs in Catalonia

24% of the infected IPs in Catalonia are derived
from the RootSTV malware designed for Smart
TVs with old Android versions.

Sources: APDCAT, Bitsight, Catalan Police Force, Cybersecurity Agency of Catalonia
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Main milestones for 2025

Cyberscams

» Personal data leaks have occurred at
an alarming rate, a situation that
augurs a 2025 full of cyberscams,
which, thanks to the use of these data,

will become increasingly sophisticated.

As a result of artificial intelligence (Al),
the scams may be personalized and
massive.

Geopolitics

« The growing number of geopolitical
conflicts will fuel a new wave of
destructive cyberattacks, including
DDoS and wipers and other variants
demonstrating their ability to cause
real damage to the physical world.

I Generalitat
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Artificial intelligence

« Al will also be key to cybersecurity in

the fight against complex cyberattacks,
as it can provide advanced detection
and automatic response tools. This
technology will be able to improve
network security and the early
detection of suspicious behavior.

Ransomware

Ransomware is probably the most
significant cyberthreat for organizations
and it will continue to evolve in order to
maintain its income. Extortion through
data theft, during which the information
is encrypted and a threat to disclose it
iIs made, will become an effective
practice.

26

Supply chains

» The increased connectivity and

complexity of supply chains will
facilitate cyber risks. Manufacturers
and organizations will continue to
embrace the adoption of zero-trust
cybersecurity models.

Regulations

The cybersecurity regulation will
require new cybersecurity requests, in
keeping with the emerging
cyberthreats. For all kinds of
organizations, 2025 will be a key year
for adapting to significant new
cybersecurity regulations.

Source: Cybersecurity Agency of Catalonia



Cybersecurity in Catalonia

5. Quantum and

cybersecurity
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Quantum technologies

Quantum technologies are a series of emerging technologies that take advantage of the principles of quantum mechanics, a branch

of physics that describes the behavior of matter at atomic and subatomic levels.

Quantum computing s
emerging technology that

advantage of the laws of quantum
mechanics to solve problems that are
too complex for traditional computers.
Complex problems are ones with many
variables that interact in complicated
ways. These machines are very
different from the classic computers
that have existed for more than half a

century.
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Quantum communication is a field
of applied quantum physics closely related
to quantum information processing. It
involves encoding information in quantum
states of light for the transmission of
information and enabling disruptive
cryptography applications.

Quantum communication encompasses a
wide range of technologies and
applications ranging from state-of-the-art
laboratory experiments to commercial
reality. It has some of the most mature
guantum technologies in quantum key
distribution (QKD) and quantum random
number generators (QRNG).

Within quantum technology, a
quantum sensor uses the
properties of quantum mechanics,
such as quantum entanglement,
guantum interference, and
guantum state narrowing, which
have optimized accuracy and
overcome the current limitations
of sensor technology. This
technology detects changes in
movement with great precision,
including magnetic and electric
fields, greatly improving the ability
to measure and understand the
environment.
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Impact of quantum technologies on cybersecurity

Quantum technologies may pose a threat to current data encryption, but they can also improve cybersecurity.

Quantum computers pose a significant threat to the
current encryption standards, including RSA and ECC,
which protect numerous communications and a large
amount of data.

Algorithms such as that of Shor allow quantum
computers to break through these encryption methods,
potentially compromising sensitive data around the
world.

A1 Generalitat
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Quantum technologies can improve cybersecurity
through innovations such as quantum key
distribution (QKD) and quantum random number
generation (QRNG), providing ultra-secure
communication and  stronger  cryptographic
methods. Meanwhile, post-quantum algorithms
protect data storage.

29



Solutions for the quantum risk .

Quantum Random Number

Post-quantum cryptography Quantum key distribution (QKD) Generators (QRNGs)
Development and implementation of QKD enables two parties to create a shared

nt rpn rity al pr'thm that ar secret key to encrypt and decrypt QRINIED Geneeis tr.ul'y random IS
quantum Security algorithms that are interf ith th through nondeterministic processes,
secure in the event of computer- messages. Any attempt to interfere with the offering a higher degree of security in data
supported quantum attacks. guantum communication will be detected. g 9 9 y

encryption.

Increased protection against “harvest
now, decrypt later” attacks, given that the
key exchange protocol is not vulnerable
to quantum attacks.

While classical RNGs (random number
generators) stem from an entropy source
(such as thermal noise), QRNGs are
inherently random.

Regarded as the leading solution for
quantum threats to encryption, due to its
familiarity as an extension of current
systems.

It can be combined with other schemes

) The possibility of testing the randomness
for greater security.

(certifiable randomness) for certain
No algorithms can be developed to implementations.
access the exchanged keys.

Secure in the event of known quantum
attacks.

Deployable within the existing infrastructure.

Known PQC schemes have drawbacks in Major investment in specialized hardware.

terms of their performance, including long Potential distance-related imitations, Some applications require repeatability,
keys and extended processing times. pending the development of a satellite which is not possible with QRNGs.
Cryptanalysis developments may affect quantum/QKD repeater. It is difficult to quantify the improvement in
their security in the future. Requires a separate authentication channel, security.

adding complexity.

Source: the authors, based on KPMG, Deloitte, CEPS (Center for European Policy Studies), Telefonica and World Economic Forum
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Recommendations

Raise awareness of the quantum threat and understand the risk

...................................................................................

Cybersecurity Cybersecurity
Cryptography Cryptoagility ecosystem hygiene

Review cryptographic Create tools to efficiently Collaboration with the Protect sensitive data from
systems to create a update cryptographic administration, all kinds of threats, including
dynamic infrastructure algorithms, parameters, associations and industry the future risks C?USEd b_y
adaptable to the and technologies to learn more about quantum computing. While
changing business and whenever necessary. advances in quantum the threat My SEEm
security needs. computing, cryptography distant, orga.m.lzatlons musF

and risks. balance their investments in

guantum risk mitigation with
other cybersecurity
priorities.

Source: the authors, based on KPMG, Deloitte, CEPS (Center for European Policy Studies), Telefénica and World Economic Forum
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6. Initiatives in cybersecu
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Cybersecurity in the European Union 0

The European Union deploys its cybersecurity capabilities with several approaches:

i European Cybersecurity Strategy >

Presented in 2020, the EU’s Cybersecurity Strategy reinforces the collective response to cyberattacks, protects essential services, promotes technological
autonomy and drives international cooperation to ensure security in cyberspace.

‘ Legislation and certification > . Investment > . Regulatory guidance >

- Directive on the security of networks and - Next Generation - Master plan for a coordinated response to
information systems (NIS Directive) R+D+l: Horizon Europe major cyberattacks

Cyber Resilience Regulation Digital Europe Program Joint Cyber Unit
Cybersecurity Act InvestEU Secure deployment of 5G in the EU
Cybersolidarity Regulation Guarantee electoral processes

i Skills and sensitization > i Cyber-community > i Cyberpolitics >

Faced with a shortage of cybersecurity experts, - ENISA - Cyberdiplomacy
the European Commission is taking MEASUIES - ISAC (Information Sharing and Analysis Center) - Cyberdefense
to stimulate the development of cybersecurity - JRC (Joint Research Center) - Development of skills in third countries

capabilities, including the Cybersecurity Skills
Academy launched in 2023.

- CSIRT/CERT (Computer Security Incident Cyberdialogs with partners such as the USA,
Response Teams) Ukraine and Japan.

- ECSO (European Cybersecurity Organization)
- Women4Cyber
Source: European Commission

A1 Generalitat
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New European cybersecurity regulation (1)

34

Cyber Resilience Regulation

Digital Operational Resilience Act
(DORA)

The Cyber Resilience Regulation is a European Union standard
that seeks to protect consumers and companies that purchase or
use products with a digital component.

The law guarantees the following:

« Harmonized standards for the marketing of computer
products and programs with a digital component.

« A framework of cybersecurity requirements that govern the
planning, design, development and maintenance of products,
with obligations that must be met in all of the phases of the
value chain.

« Obligation to ensure the entire life cycle of the products.

This standard affects the manufacturers and retailers of all

products directly or indirectly connected to another device or

network, with certain exceptions.

: The regulation entered into force on 10 December 2024 and it :
: will become generally applicable on 11 December 2027. :

This regulation is a European Union standard to regulate the way

in which financial institutions manage the digital risk in finance.

The standard impacts the following issues:

* In-house and third-party ICT risk management.

« ICT-related incidents and notifications of incidents.

« Digital operational resilience tests, including a range of
assessments, trials, methodologies, practices and tools.

* Exchanges of information between financial institutions.

« Continuous monitoring of the functioning of systems and
tools.

This standard affects, among others, the following companies:

* Credit institutions. .

« Payment and electronic .,
money institutions.

* Investment service
institutions.

The regulation has been fully applicable since 17 January
2025.

G o o e e e e e e e R R R R R S S M R R R S R S S S M R R S e e e S R R e e

Other financial institutions: fun
managers, insurers, etc.

Cryptoasset service providers.
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New European cybersecurity regulation (lI)

National Security Scheme (ENS)

35

Network and Information Systems
Directive 2 (NIS2)

~

The ENS is a Spanish regulation that seeks to:

« Create the security conditions required for the use of
electronic media.

* Promote continuous security management.

* Promote prevention, detection and correction.
* Promote homogeneous treatment of security.
« Serve as a model for good practices.

This standard affects the entire public sector (in accordance with
article 2 of Law 40/2025), as well as systems that handle
classified information (without detriment to Law 9/1968 on Official
Secrets). It also applies to the information systems of private
sector entities that offer services and solutions to public sector
entities.

The National Security Scheme is regulated by Royal Decree
311/2022, of 3 May, and the affected systems have to adapt to
it within the period of 24 months after the regulation came into

force on 3 May 2024.

The NIS 2 Directive is a European Union standard that seeks to
provide a higher common degree of cybersecurity, taking into
account the importance of network and information systems for the
economy and society.

The Directive encompasses procedures that include:

* Risk management.

* Incident management.

*  Supply chain security.

This standard affects medium-sized and large entities in sectors
critical to the economy and society, including providers of public
electronic communications services, digital services, wastewater
and waste management, the manufacture of critical products, postal
and courier services, the public administrations, the public supply
entities of autonomous communities and local public administration
entities.

— o mm mm Em m mm mm mm Em Em o Em Em Em Em Em mm Em Em o Em Em Em Em Em Em e Em Em Em Em Em Em mm oy

By 17 April 2025, the member States must have drawn up a list :
of the impacted entities and they must review it at least every 1
two years. :

o
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Business mapping of cybersecurity in Catalonia (1)

i

&
@

1 the growths are in comparison with the mapping data for the previous year.

55/ companies

+7.9%1

82.6% are SMEs.

57.1% bill more than 1 million euros and
22.6% bill over 10 million euros.

26.0% are less than 10 years old.
10.6% are startups.
26.4% are exporters.

16.9% are foreign subsidiaries.

Note: the company data refer to 2024 and the billing data and the number of
employees refer to 2023 (or the latest available year).

A1 Generalitat
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1.473 billion euros 10,672 jobs
+18.4%" +12.8%"

By segments, the companies:

Protect 90.3%
Identify 62.5%
Detect 41.8%
Respond 35.5%
Recover 23.0%

238 companies (42.7%) also develop solutions
linked to artificial intelligence

Source: ACCIO
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Business mapping of cybersecurity in Catalonia: detect segment
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Business mapping of cybersecurity in Catalonia: recover segment
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Locations of Catalan cybersecurity companies

64.7% of the cybersecurity companies are located in the Metropolitan Area of Barcelona (AMB).

The cities include Barcelona (322), Sant Cugat del Vallés (22), Terrassa (15), Lleida (12), L’'Hospitalet de Llobregat (11), Sabadell (11),
Girona (10) and Cerdanyola del Valles (9).

Distribution of cybersecurity companies by counties

County é\loummpb;nrig; % of the total
Barcelonés 340 61.0%
Vallés Occidental 69 12.4%
Baix Llobregat 41 7.4%
Girones 17 3.1%
Valles Oriental 15 2.7%
Maresme 14 2.5%
Segria 12 2.2%
Others 49 8.7% ,
Total 557 100%

Note: the Metropolitan Area of Barcelona includes 36 municipalities in the counties
of Barceloneés, Baix Llobregat, Vallés Occidental and Maresme Source: ACCIO
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Catalan companies that merge cybersecurity with artificial intelligence 45

Artificial
&’ intelligence

238 companies, 42.7% of the total
number of cybersecurity companies

Note: partial illustrative image. The companies can be classified in
more than one of the segments.

A1 Generalitat
W% de Catalunya

Artificial intelligence is transforming cybersecurity, improving data protection,
optimizing algorithms to provide a faster response to threats, and developing

solutions to cope with increasingly precise cyberattacks, with Catalan companies
at the forefront of this revolution.

Main applications by segments:

Identify

Protect

Detect

Respond

Recover

ANCO “GROWDSTRIKE % Totpoint 4% paloalto

Fi:RTINET FUﬁTSU nutek netskg&: (@ reosiFT

RED
AAPOLOANALYTICS DBlackfiship /Y NeuralTrust * points A WISE SECURITY

asnet @ (@)akinCode » T Systems

LCODE

agqity gitdefender I build38 @ nNTTDara (A:Repscan

Source: ACCIO
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Catalan companies that merge cybersecurity with quantum technologies

Quantum technologies improve cybersecurity with quantum cryptography, which

QU antum is practically impenetrable thanks to superposition and quantum entanglement,
technologles and help counteract the risks of quantum computing, which could decrypt
traditional cryptography, thus guaranteeing data protection in the future.

27 companies, 4.8% of the total Main companies:
number of cybersecurity companies
cellnex® f=E AN KEYSIGHT
@ oeﬁa Yo Qusid SATELIOT
LUXQUANTA oo LNUISICEe i 60
sc/Alai ¢ sener

Note: partial illustrative image.
I Source: ACCIO
A Generalitat
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Agents of the cybersecurity ecosystem Y
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Initiatives to promote cybersecurity in Catalonia

AGENCIA DE
CIBERSEGURETAT
DE CATALUNYA

A body that oversees
cybersecurity in Catalonia and
ensures a secure digital society
for the whole of Catalonia and its
public administration.

®

DIH/.CAT

4 | "I Digital Innovation Hub

o

DE CATALUNYA EN CIBERSEGURETAT

AGENCIA DE CENTRE DE C_OMFETENCIES
CIBERSEGURETAT 1 D’INNOVACIO

A center whose aim is to promote
innovative solutions to improve
cybersecurity through the use of
functional processes,
technologies, knowledge and
experience within the Agency’s
scope of action.

BARCELONA
d)) CYBERSECURITY

CONGRESS

A three-day event bringing
together the main international
stakeholders in cybersecurity at a
venue for talks and exhibitions.
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cyBER[jjif]cAr

Catalonia’s first cybersecurity
research center created by six
Catalan public universities with the
goal of establishing itself as a
center of reference in
cybersecurity and privacy
research.

U

de Catalunya

A connected network of assets,
infrastructures and knowledge in
Catalonia geared towards testing
and experimenting with advanced
digital technologies, including
cybersecurity.

Digital
Catalonia
Alliance

An initiative that brings together
six emerging technologies in
Catalonia, including cybersecurity,
in an alliance of innovative,
visionary, disruptive and
collaborative technological
communities.

ASSOGIACIO DE CIBERSEGURETAT DE GATALUNYA

A non-profit organization made up
of companies in the value chain of
the cybersecurity sector in
Catalonia.

"I Generalitat
W\l de Catalunya
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Cybersecurity Agency of Catalonia

The Cybersecurity Agency of Catalonia ensures a secure digital society for the whole of Catalonia and
its public administration.

The Cybersecurity Agency of Catalonia is responsible for implementing public
policies in the field of cybersecurity and developing the cybersecurity strategy of the
Generalitat de Catalunya. It is the body that governs cybersecurity in Catalonia.

The Agency is responsible for establishing the public cybersecurity service and
' striving to guarantee and increase the level of security of the networks and
information systems of Catalonia, as well as the digital trust of citizens.

As a body competent in the field of cybersecurity, it is tasked with establishing and

' monitoring cybersecurity-related action programs under the strategic management
of the Generalitat de Catalunya, in coordination with the public sector entities of the
Administration of the Generalitat de Catalunya and in collaboration with the local
governments of Catalonia, the private sector and civil society.
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AGENCIA DE
CIBERSEGURETAT
DE CATALUNYA

www.cibersequretat.cat

Functions and services

Cybersecurity governance

Incident response >
( Protection and prevention

Sensitization )

Source: Cybersecurity Agency of Catalonia
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http://www.ciberseguretat.cat/

Foreign Direct Investment (FDI) in cybersecurity in Catalonia .
FDI in cybersecurity in Catalonia has increased exponentially over the last five years, due to
the higher degree of digitization caused by the outbreak of the COVID-19 pandemic.

2015-2019 2020-2024
(_ Projects ) 6 12 L.
( Capex (EM) ) 24 207 ® 0
C Jobs ) 267 976 L]

Companies that have invested over the last five years

¥ netskope T Systems sc%’}%‘gﬁf \GROWDSTRIKE K/ veriff "

RED SIFT

. (o8
8etron|cs isdynatrace FU]]TSU Obuid3g < relgens G-Dvens

Source: the authors, based on fDi Markets

m Generalitat
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Technological hubs in Catalonia focusing on cybersecurity .

@ 160 technological hubs C

of foreign companies

+9% compared with the previous year

53 6,200 new jobs

&= Economic impact
totaling €2.879 B

Note: the data refer to 2024.

m Generalitat
Wl de Catalunya

36% of the hubs are dedicated to cybersecurity

Cybersecurity is the technology with the second-highest degree
of implementation in terms of new hubs, with 29% of the total.

Cybersecurity is one of the three most popular professional
profiles in the hubs.

Main hubs in Catalonia focusing on cybersecurity:

atfrar]s
CISCO

getronics

™\ Boehringer
I”ll Ingelheim

Deloitte. FUﬁTSU

© Lufthansa ) NOVARTIS ORACLE
Nestle
< pepsico Schneider 7 Systems @4 ZURICH

Source: Mobile World Capital Barcelona, ACCIO, Barcelona City Council: “Tech hubs overview”
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Catalan cybersecurity research activities at Horizon Europe

European region in
terms of Horizon

15 projects
Europe funding

11.3 million euros

Horizon
Europe

3.2% of the European total
26.1% of the total for the whole of Spain

UNIVERSITAT POLITECNICA .’;-
(11 ety eureca[ IADFE:I\US - C\[C'g i2catk

DA

20institutions = (@ reawre IRECT¥uwecnouo

cttc’ s worto @) sensive Schneider  TThink @

Ferrocarrils
de la Generalitat

de Catalunya

Note: includes Horizon Europe (2022-2024) projects related to cybersecurity (computer security and network security). Source: Horizon Europe
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Cybersecurity talent shortage persists

Need for cybersecurity professionals

According to (ISC)?, the number of cybersecurity professionals
has remained stable worldwide, but the labor gap has grown by
19%, with nearly four million vacancies in the world.

In Catalonia, as in Europe, the gap is estimated to have risen by
12.8%, in such a way that the unmet need for professionals has
increased, standing at 13,500 people.
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Existing cybersecurity
professionals

Unmet need for
professionals

Training in cybersecurity in Catalonia

/e ENTi

45 places of study offer 62 professional -
training courses in cybersecurity ST

uLc

barcelona

DIGITAL SCHOOL

14 master’s and postgraduate degrees in
cybersecurity

vs. 2023 2024 vs. 2023 2024
WORLD +0.1% 545M +19% 476 M
EUROPE -0.7% 1.3 M +12.8% 392 K
CATALONIA* -0.7% 28K +12.8% 13.5K
"Estimate Source: (ISC)2
. , . weversmr sourecncs Master's degree in
cpsecuy Q) ey " & FEET ooy

Master’s degree in
Cybersecurity Field of the
digital transformation

Master’s degree in Machine
Learning and Cybersecurity for
Internet Connected Systems

Master’s degree in
Cybersecurity and
Privacy

Information Security Cybersecurity in

networks and systems

laSalle  Master's degree in

Postgraduate degree in e - Cybersecurity

Compliance and
Cybersecurity

University Master's Degree in
w Master's degree in Computer Cybersecurity and Critical
%" Security Engineering and  Infrastructures Management /

Master’s degree in

Cybersecurity Artificial Intelligence

‘a'i

Generalitat
de Catalunya

A
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Quantum initiatives - cybersecurity in Catalonia

Quantum can impact several areas, especially cybersecurity. In Catalonia, initiatives are being conducted to integrate these technologies
and reinforce communications security.

QSunset

Quantum

cryptography
roadmap

6GQuCryptoLab |2 2 Qspace

The Generalitat de Catalunya
is promoting a €2 M project to
prepare for the transition to
quantum cryptography in its
ICT solutions. The project
includes monitoring systems

istributi szl ef LT i Infrastructure to develo
Quantum key distribution simulate point-to-point P

system and entanglement via quantum key distribution quantum key distribl_Jtion

a low-orbit satellite, including (QKD) with trusted nodes and gntanglement via

a payload for the satellite and ’ satellite, focusing on

a receiving telescope at the nanosatellites and LEO with

ground station. a quantum payload and

integrating discrete variable
(DV) and continuous variable

(CV) protocols and satellite 5G/6G Services and creating regulations for
network scenarios. ' quantum cryptography.
@ b -~
Qollserola Node Barcelona - Q-Network o EuroQCI

A cybersecurity ring
featuring quantum key
distribution (QKD) around
the Barcelona metropolitan
area.

The European Commission and the European Space Agency are promoting EuroQClI, a
European quantum communication network with terrestrial and spatial elements. Nodes
will initially be created in cities such as Barcelona, which will be connected to each
other in a second phase.

CEO° cellnex™ -
EURO%CI |CFO'¥ Ce“neﬁ
& Qus © SPAIN
- QUSIde LUXCGUANTA
Source: ACCIO
N Generalitat
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Cybersecurity in Catalonia

8. Success stories In

Catalonia
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Business success stories in cybersecurity

(

\
brontobyte | BRONTOBYTE is a company specializing in the
' cloud protection of critical data and business continuity,
O‘-‘ thanks to its immutable backup platforms and
Disaster Recovery as a Service (DRaaS). )
\

ZYNAP is a company specializing in critical data
protection solutions and operational assurance for
companies.

\_ J
4 )
SONICWALL helps create, scale and manage
SONICWALL security in any combination of t_radltlonal, hybrl_d and
cloud environments, thanks to its next-generation
firewall platform.
N i J
(
SECRETS VAULT has developed a tool that can
M SECRETS | protect and share sensitive information through the
VAULT | use of images rather than traditional passwords.
\_ J
4 _ I
QUSIDE is a quantum technology company
) M specialized in the generation, monitoring and
bl QUSIde processing of randomness, with applications in
9 cybersecurity and high-performance computing. )

detects vulnerabilities, blocks attacks, monitors
performance, and ensures regulatory
compliance for generative Al applications.

-

\
ZEROD offers a marketplace with ethical
hackers from around the world that provide
their cyber and advisory services for Z€rop
companies.
J
KNEURALTRUST provides a platform that )

/Y NeuvralTrust

Al Generalitat
W% de Catalunya

J
/WISE SECURITY provides a catalog of )
cybersecurity services ranging from
blockchain technology and offensive AWISE SECURITY
cybersecurity to electronic signatures and the
\_management of software vulnerabilities. )
(L UXQUANTA offers cybersecurity solutions )
based on quantum cryptography. The @
guantum signal transmitted via optical fiber
generates secure cryptographic keys LUXQUANTA
\_according to quantum physics. Y,
(" MITEK SYSTEMS specializes in technological )
solutions to verify digital identities and the .
veracity of documents, using artificial ﬂﬂj tek
intelligence, biometric analysis, computer vision,
\_and deep learning. W,
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Catalonia, a dynamic cybersecurity ecosystem

36% of the 160 technological hubs of
international companies based in

57

557 companies dedicated to cybersecurity (58.2% more than
in 2018) and 7.9% annual growth.

)
£8, Turnover totaling €1,473 M (+18.4 %) and 10,672 jobs (+12.8%).

Local
Catalonia focus on cybersecurity. business
ecosystem
Cybersecurity is one of the three most
popular professional profiles. 5 @
=~ Boehringer ¢} | 10104 . o) ;g L/ 238 companies (42.7%) develop Al tools and 27
ll lngelh-eim CIsco Deloitte. FUJITSU Specia”zed App”cation of companies (4.8%) develop quantum
getronics I2¥%  kPMG international emerging technologies.
) 25 ‘ hubs technologies o
(9 Lufthansa b NovARTIS ORACLE g 6 initiatives to promote the deployment of
% pepsico Schneider T Systems @ zuRicH quantum linked to cybersecurity.
Foreign investment projects have doubled and @_) a&‘ilh Initiatives to promote cybersecurity in Catalonia
investment has multiplied by 9 over the last five Attractive oo @’éﬁf:ﬁs'ééﬁnm —
years. territory for the Broad Support DE GATALUNYA DE GATALUNYA EN CIBERSECURETAT
, , deployment of ecosystem
& netslk T Syst Schnelde_r ROWDSTRIKE I 4 B BARCELONA
netskope ystems SCEIGICEN !S.H veriff cybersecurlty @ Egﬁ%pééescsumw CYBER EEE CAT

Setronics i dynatrace FUﬁTSU Obuigas “relyens aDvens
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Passeig de Gracia, 129
08008 Barcelona

accio.gencat.cat
catalonia.com

@accio_cat
@cCatalonia_TI

/acciocat/
/invest-in-catalonia/
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W% de Catalunya

AGENCIA DE
CIBERSEGURETAT
DE CATALUNYA

Carrer de Salvador Espriu, 51
08908 L'Hospitalet de LI.

ecosistema@cibersequretat.cat

ciberseguretat.gencat.cat

® @ciberseguracat

@ @ciberseguracat

More information about the sector,
news and opportunities:

https://catalonia.com/key-industries-
technologies/technologies/cybersecurit
y-in-catalonia
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